HageHana NpasoBas NoAJepPHHKa

<[lncbMo> MuHobpHaykn Poccmn ot 14.05.2018
N 08-1184
"O HanpasBneHnn nHpopmaumm”
(BMecTe ¢ "MeToANYEeCKMMN pekoMeHaauUnsaMm o
pa3MelleHnn Ha MHPOPMALIMOHHbBIX CTeHAaX,
odurUManbHbIX MHTEPHET-CaUTax n Apyrmx
MHMOPMALIMOHHBIX pecypcax
06LLe0bpa3oBaTeNbHbIX OpraHn3aLUum U OpraHos,
OCYLLIECTB/IAOLMX YrpaB/ieHne B cepe
obpa3oBaHus, MHpopMaLmm o 6e30rnacHOM
noseaeHnn N NCnonb3oBaHnn cetn "NHTepHeT")

[okyMeHT npepoctasneH KoHcynbTaHTINAIOC
www.consultant.ru

[ata coxpaHeHus: 21.06.2018


http://www.consultant.ru/
http://www.consultant.ru/
http://www.consultant.ru/

<[Mucbmo> MuHobpHayku Poccum ot 14.05.2018 N 08-1184
"O HanpaBneHun nHdopmauumn”
(BmecTe ¢ "MeToanyecknMy pekomeH4aunsmum o...

[okymeHT npegoctasneH KoHcynbTaHTlnoc
[ata coxpaHeHusi: 21.06.2018

MWHUCTEPCTBO OEPA30BAHUSA U HAYKA POCCUNCKOW ®EQEPALINK

OENAPTAMEHT rOCYOAPCTBEHHOW NONMUTUKU B COEPE
OBLLEIN0 OBPA3OBAHUA

NMUCbMO
oT 14 masn 2018 r. N 08-1184

O HANPABJIEHUX UHOOPMALIUU

[denapTtameHT rocygapCTBeHHOW nonuTMkM B cdepe obwero obpasoBaHus MwuHoBpHaykm Poccun
HanpaBnseT Ons cBedeHuss paspaboTaHHble BpemeHHon komuccuen Coseta ®Pepepauum no  pasBUTUIO
MH(OPMAaLIMOHHOro obLlecTBa MeToAMYecKMe peKkoMeHOauun O pasMeLleHMU Ha WHOPMAaLMOHHBIX CTeHaax,
odmumanbHbIX MHTEPHET-caiTax U OPYrMx MHOpPMaLMOHHBIX pecypcax oblieobpa3oBaTenbHbIX OpraHvM3auni u
OpraHoB, OCYLLECTBNALWMX ynpaeneHne B cdepe obpasoBaHus, MHpopmauun o 6e3onacHOM MOBEAEHUN W
ncnonb3oBaHun cetn "HTtepHeT".

OuvpexTop [enapTtameHTa
A.E.NETPOB

Mpunoxexue
METOAMYECKUE PEKOMEHOALIMU
O PA3SMELLEHMU HA UHOOPMALIMOHHbIX CTEHOAX, OPULMATBbHbIX
WHTEPHET-CAATAX U APYTUX MH®OPMALIMOHHbIX PECYPCAX
OBLUEOBPA30BATE/bHbIX OPFTAHU3ALIUA U OPTAHOB, OCYLLECTBNSAOLWMNX
YNPABJEHUE B COEPE OGPA30BAHUA, UHOOPMALIMUM O BE3OMNACHOM
NOBEOEHUWN U UCMONIb30BAHUU CETU "MHTEPHET"

Okcneptamn n udneHamn BpemeHHon komuccum CoseTta Pepepauumn no pasBuTUO MHEGOPMAaLMOHHOIO
obLlecTBa B paMKax BbINOMHEHUSI peKOMeHOauUi napaameHTCKux crywaHmn "AkTyanbHble Bonpockl obecnedeHmns
6e30nacHOCTU U pa3BUTUSA AeTeN B MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npownu B CoseTe ®enepauun 17
anpensa 2017 r., Obinn paspaboTaHbl METOOMYECKME PEKOMEHAALMU O pasMeLleHMM Ha WHEOPMAaLMOHHBIX
cTeHAax, OoMuUUanbHbIX WHTEPHeT-canTax W APYrnx WHAPOPMAaLUMOHHBLIX pecypcax obleobpasoBaTenbHbIX
opraHu3aumi M OpraHoB, OCYLLECTBAAIOLWMX ynpaBneHve B cdepe obpasoBaHus, MHGopmauum o GeszonacHom
nosedeHMn 1 ncnonb3oBaHun cetn "MHTepHeT" (ganee - metoamMyeckme pekomeHaauum).

MeToanyeckme pekoMeHdauuu HampasfieHbl Ha KauyeCTBEHHOEe MOBbilleHWEe YPOBHA WHM(OPMAaLIMOHHOM
AesiTeNbHOCTU 06LLeo6pas3oBaTenbHbIX OpraHU3auuii M OopraHoB, OCYLLECTBISIOWMX YyNpaBrieHue B cdepe
obpasoBaHMsi, B 4acTM MWH(OPMMPOBaHMSA Yy4YalUMXCs, WX poauTenei (3akoHHbIX npedcTaBuTenen) wu
neAarormyecknx paboTHUKOB 06 OCHOBHBIX acrnekTax MHOpMaLMOHHON Ge30MNacHOCTU.

MeToamnyeckne pekoMeHZauum NO3BONAT  oblieobpasoBaTenbHbIM  OpraHu3aumMsM U opraHam,
OCYLLECTBMSALWUM ynpaerneHne B cepe obpasoBaHusi, akTyanmanpoBaTb YK€ UCMONb3yeMble U pasMeLLEeHHble
WH(OPMaLMOHHbIE MaTtepuarnbl, Tak U MOArOTOBUTbL MX B Clydae UX OTCYTCTBUS C Y4ETOM JydLIMX MPaKTUK U
pekomeHaaunin.

B paMkax mMeTogMyeckux pekomeHgaumin paccMaTpmBatoTCa CrieQyroLWmne MHCTPYMEHTDI:

1. NHpOPMALMOHHBbIE CTEHAbI;

2. ocbuuymanbHble UHTEPHET-PECYPCHI;

3. cpeacTBa MaccoBoy UHopmaumy (LLUKOMbHbIE raseThbl, Neaarorniyeckme usgaHus n apyrue).

MHdopmaumnoHHbIe CTeHAbI
Ha wuHdopmauuoHHbIX cTeHgax B 00uleobpasoBaTesibHbIX OpraHu3auusx, pacrofioXeHHbIX B dowe
yypexaeHun n B kabuHeTax, OCHaLleHHbIX MepcoHasibHbIMKW YCTPOWCTBaMM Ansi Bbixoda B ceTb "MHTepHeT",
pekomMeHayeTcsi pa3MecTuTb WHMOPMALMOHHbIE MaMATKW, COAEPXallMe OCHOBHblE COBETbl MO 0becrneyeHuio
NMHpOpMaLIMOHHON 6e30MacHOCTN y4aLLUXCS.

B npunoxeHun N 1 K METOONYECKUM peKkoMeHaaLmMsaM npeacTasneH obpasel, NnamaTky Ana pasMeLleHnus Ha
MHOPMALIMOHHBIX CTEHaaX.
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CpepcTtBa MaccoBou MHdopmaLmm

B cpegctBax maccoBon mHOpMaLMM, OPUEHTUMPOBAHHBLIX Ha O0Yy4aroLIMXCS, PEKOMEHOYETCA B TeYeHue
y4yebHOro roga perynsipHo nybnvkoBaTb MHGOPMALMOHHbIE MaTepuarbl, NOCBSLEHHble OTAEeNbHbIM acnekTam
MHOPMaLMOHHON 6e30NacHOCTU, a Takke pasnnyHblie NaMaTkM obLLEero xapakrepa.

B cpeactBax maccoBov MHGOPMaLMM, OPUEHTUPOBAHHbLIX Ha Medarormyeckyto  obLLEeCTBEHHOCTb,
pekoMeHAyeTCs B TedeHWe KaneHOapHoOro rofga perynspHo nybnmkoBaTb WHGOPMaUMOHHbIE MaTepwuansl,
MOCBSILLEHHbIE OTAENbHBIM acrnektaMm MHOPMAaLNOHHOM ©0e30MacHOCTM Kak HEeCOBEPLUEHHONETHUX, Tak U
o0ueobpa3oBaTenibHbIX  OpraHu3auuMi, a Tawkke pasnuyHble namsaTtky, o0630pbl  HOPMaTUBHO-MPABOBOrO
perynupoBaHus aHHOW ccpepbl U MHpOPMAaLMIO O akTyarbHbIX MEPOMPUATUSAX N CODLITUSIX B aHHON cdepe.

B xope npoBegenuns EamHoro ypoka no 6esonacHoctn B cetu "MHTepHeT" pekomeHayeTcsi obecnevnTb
BbIMYCK TEMaTM4EeCKOro BbiMyCcka cpeAcTBa MaccoBon WHdopmauum nubo cepum nybrukauum, cpegu KOTopbIX
paccMOTpPeTb OpPraHM3oBaHHbIE MEpPONpPUATUS ANA obydalroWmxcs, UX pogutenen (3akoHHbIX npeacTaBuTenen) u
negarornyeckon obLLEeCTBEHHOCTY.

OdmumanbHble UHTEpHET-pecypchbl
Ob6LeobpasoBaTenbHbiM OpraHu3auusM pekoMeHayeTcda Ha cBoux oduumanbHblx WHTepHeT-pecypcax
obecneuntb OYHKUMOHMPOBAHME CaMOCTOATENbHOrO M chneunanusvpoBaHHoro pasgena "WHdopmaunoHHas
Ge3onacHoCTL", B paMKax KOTOPOro NpeaycMoTpeTb pasMeLleHre cneayoLen nHdopmaumn:

N Pasgen/nogpasgen | ®opmat npeacraBneHus CopgepxaHvne maTepumarnos
maTtepuanos
1. |JNokanbHble Konuu gokymeHTOB B PasmeLlatoTcs Konum JOKYMEHTOB, T.€.

HOpMaTuBHbIE akTbl B | popmaTe *PDF CKaHUPOBaHHbIN BapuaHT JOKYMEHTa,
chepe obecneyeHms COOTBETCTBYOLWUA TpeboBaHNAM K
NHPOpMaLIMOHHON napamMmeTpam CKaHMpOBaHUS.
©e3onacHocTn PasmeluaoTcs AOKYMEHTHI,
obyvaromxcs pernaMeHTVpyloLmne opraHm3aumio n

paboTy C NnepcoHanbHbIMU AaHHBIMY,
nnaHbl MeponpuaTUiA No obecneyeHnto
MHopMaLNOHHO BGe3onacHOCTU
oby4varowmxcsa n gpyrue.

2. |HopwmatusHoe Konuvn gokymeHTOB B IMyB6nukytoTCcs akTyarnbHble CBEAEHUS O
perynuposaHue dopmarte *PDF denepanbHbIX U permoHanbHbIX 3aKoHax,
nMcbMax opraHoB BrnacTu n gpyrue
HOpMaTUBHO-NPaBOBbIE JOKYMEHTHI,
pernameHTupyloLmne obecneveHve
MHopMaLMOHHOI Ge3onacHOCTU
HecoBepLueHHoneTHUX. fJonyckaeTcs
BMECTO KON pa3meLlaTb rmnepcehbinikn Ha
COOTBETCTBYIOLLNE JOKYMEHTbI Ha canTax
OopraHoB rocygapCTBEHHOW BNacTu.

3. |MNeparornyecknm TekcT Ha cTpaHuue PasmellatoTca metoamyeckme
paboTHMKam canTa pekoMeHJaLmMmn 1 yKasbiBaeTcst
Konuu fokymeHTOB B MHOopMaLNS O MEPONPUATUSIX, NPOEKTaX
¢dopmate *PDF M NnporpaMmmax, HanpaBneHHbIX Ha

noBbILEeHNE MHGOPMALMOHHOMN
rPamMoOTHOCTM Nefarornyeckmx paboTHUKOB.

4. Obyuatowumes TekcT Ha cTpaHuue PasmeluaeTcsa MHopMaunMoHHasa namsaTka
caunTa (npunoxenue N 2) n ykasbiBaeTcs
MHOPMaLNS O MEPOMPUATUSAX, MPOEKTax
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1 MporpaMmax, HarnpaBfieHHbIX Ha
noBblLLeHNne MHGHOPMaLMOHHOMN
rPaMOTHOCTM 0By4atoLLMXCS.

5. | Pogutensim (3akoHHbIM | TEKCT Ha CTpaHuue PasmellaeTtca nHdopmaumMoHHas namsitka
npeAacTaBUTENAM) cavita (npunoxenue N 3).
obyvatowmxcsi

6. |[Oetckue 6e3onacHble | TEKCT Ha CTpaHuue Paswmelaetcs nicopmauus o
caunTbl cavita pekoMeHayeMbIX K MICNOSb30BaHUIO B

y4yebHOM npouecce 6e3onacHbIX canTax,
BGaHHepbl 6e30NacHbIX e TCKUX CalTOB.

OpraHam, OCyLLeCTBNSILWNM ynpaBneHne B cdpepe obpasoBaHnsi, peKOMeHAYeTCs Ha CBOUX OoguLManbHbIX
MHTepHeT-pecypcax obecneuntb (YHKLUMOHMPOBAHME CaMOCTOSITENBHOMO U CheuuannaMpoBaHHOIro pasgerna
"MHdopmanmoHHasa 6e30nacHOCTL", B paMKkax KOTOPOro NpegycMoTpeTh pasMeLLeHre cneayoLlen niopmaumm:

Mpunoxexne N 1

NAMATKA )
ANS OBYHAIOLLMXCS OB MH®OPMALIMOHHOWN BE3OMACHOCTH IETEM

HENb3A

1. Bcem nogpsag coobwaTe CBOK YacTHYK WHOpMauuio (Hactodwme nms, damunuio, TenedoH, agpec,
HOMep LUKOMbI, @ Takke oTorpadumm cBou, CBoen ceMbn 1 Apy3en);

2. OTKpbIBaTb BMOXEHHbIE (hannbl ANEKTPOHHOW NOYTbI, KOrAa He 3Haellb OTrNpaBuUTens;

3. MpybuTb, NnpuanpaTbCs, Oka3biBaTb AaBreHNEe - BeCTU cebst HEBEXITMBO M arpeCcCrBHO;

4. He pacnopsikancs geHbramu TBoern ceMbm 6e3 paspeLleHns cTapLlumnx - Bcerga cnpailmean poauTenen;

5. He BcTpeyvanca ¢ NHTepHeT-3HAaKOMbIMU B pearnbHOW XWU3HU - MOCOBETYWCH CO B3pPOCMbIM, KOTOPOMY
Josepsiellb.

OCTOPOXHO

1. He Bce nuwyT npasgy. YnTtaewb o cebe HenpaBay B VIHTepHeTe - coobwm 06 3TOM CBOUM poanTENsM
UNn onekyHam;

2. MpurnawatoT NnepenucbiBaTbCs, Urpatb, 0OMEHNBATLCS - MPOBEPDL, HET N NOABOXA;

3. HesakoHHoe konuposaHue cdannosB B IHTepHeTe - BOPOBCTBO;

4. Bcerga pacckasbiBal B3pocrbiM 0 npobnemax B ceTu - OHW Bcerga nomoryT;

5. Ucnonb3yih HacTpolikn 6e30nacHOCTM U NPMBATHOCTU, YTODOLI HE MOTEPSTb CBOU akKayHTbl B COLICETSAX U

Opyrux noprtanax.

MOXHO
1. YBaxawn gpyrux nonb3oBaTenei;
2. Monb3ayeubca NHTEPHET-UCTOYHUKOM - ierial CChIfKy Ha Hero;
3. OTKpbIBaN TONBKO T€ CChISKM, B KOTOPbIX YBEPEH;
4. O6LiaTtbcs 3a MOMOLLbIO B3POCHbIM - POOUTENU, ONEKYHbI U agMUHUCTPALUS CanToB Bcerga nomoryT;
5. Mpongn ob6yyeHne Ha canTe "CeTeBMYOK" 1 NONy4y nacnopT LM poBoro rpaxgaHvHal

MpunoxeHue N 2

NHO®OPMALIMOHHAA MAMATKA
OnA OBYHAKOLWMXCA OAnA PASMELLEHUA
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HA O®OULUNATBbHbIX UHTEPHET-PECYPCAX

C KkaxgblM rogoM MONOAEXWN B UHTEPHETE CTaHOBUTbLCA Oorblue, a LIKOJNbHUKM OAHWU U3 CaMbiX aKTUBHbIX
none3oBartener PyHeTa. Mexgy Tem, NOMMMO OFPOMHOrO KONMYECTBa BO3MOXHOCTENW, WHTEPHET HeceT U
npobnembl. ATa NamsaTKa gOMKHa NomMo4yb Tebe 6e3onacHo HaxoanTbLCH B CETH.

KOMI'IbIOTeprIe BUpPYCbI

KomMnblOTEPHBIN BUMPYC - 3TO PasHOBUAHOCTb KOMMbIOTEPHBLIX MpPOrpamMm, OTAMYUTENBHOM OCOBEHHOCTHIO
KOTOPOW SABMSIETCA CMNOCOBHOCTb K pasMHOXEeHWo. B gononHeHne K 3TOMy, BUPYCbl MOryT MOBPeauTb WK
MOMHOCTBI YHUYTOXWUTb BCE (painbl U AaHHble, MOAKOHTPOIMbHbIE MOMbL30BATEN0, OT MMEHU KOToporo 6Obina
3anyLieHa 3apaxeHHas nporpaMmmMa, a Takke NoBpeauTb UNKn gaxe YHUYTOXUTb OnepaLmoHHY0 CUCTEMY CO BCEMU
davinamu B uenom. B 6onblunHCTBE CryvyaeB pacnpoCTPaHSIOTCH BUPYChl YePe3 UHTEPHET.

MeToabl 3aLmMTbl OT BPEOOHOCHbLIX MPOrpaMm:

1. Vcnonb3yin CcOBpeMeHHble OnepauuMoHHble CUCTEMbl, UMEILIMe Cepbe3Hbli YPOBEHb 3aluTbl OT
BPEAOHOCHbIX MPOrpamm;

2. MNocTosiHHO ycTaHaBnMBaw nNayTy (UM@pPOoBbIE 3annaTku, KOTOpble aBTOMATUYeCKW YCTaHaBMMBAKTCH C
Lenbio AopaboTku nporpamMmbl) U ApyrMe OBHOBNEHMS CBOEN onepauvoHHON cucTeMbl. CkaumBawm MX TOMbKO C
othmumnansHoro canta pa3pabotynka OC. Ecnu cylwecTByeT pexvm aBToOMaTUYeckoro 0OHOBIEHWS, BKITHOYN €ro;

3. Pabotan Ha cBoeM KoMMblOTepe Nnof npaBaMu NOMb3oBaTens, a He agMuHUcTpaTopa. OTO He MOo3BONUT
B60NbLNHCTBY BPEOOHOCHBIX MPOrpaMm MHCTannMpoBaTbCa Ha TBOEM NEPCOHAaNbHOM KOMMbIOTEPE;

4. Vcnonb3yh aHTMBUPYCHblE MporpaMMHble NPOAYKTbl M3BECTHbIX NPOWU3BOAUTENEN, C aBTOMaTUYECKUM
obHoBneHnem 6as;

5. OrpaHunyb usnyeckmin JOCTYN K KOMMbIOTEPY AN NOCTOPOHHUX N,

6. Vicnonb3yn BHeLWHWE HOCMTENW MHopMaunn, Takne Kak dneLuka, AUCcK unu dann n3 MHTepHeTa, TONbKO
13 NPOBEPEHHbIX NCTOYHWKOB;

7. He oTkpblBa KOMMblOTEPHblE alnbl, NONyYeHHble W3 HeHaOeXHbIX WUCTOYHWKOB. [axe Te haunbl,
KOTOpble npucnan TBOW 3HaKOMbIN. Jlyylle yTOYHM Y Hero, OTNpaBnsan fiv oH Tebe ux.

Cetu WI-FI

Wi-Fi - aTo He BuA nepefayn OaHHbIX, HE TexXHomnorus, a Bcero nuwb 6peHa, mapka. Ewe B 1991 rogy
HugepnaHackas KomnaHus 3apeructpuposana 6peHa "WECA", yto ob6osHauvano croBoco4veTaHue "Wireless
Fidelity", koTopblii nepeBoanTCs Kak "0ecnpoBogHasi TOYHOCTbL".

[o Hawero BpemeHu fowrna gpyras abbpeBuaTypa, koTopas SABMASIETCA TaKoOW Xe TexHonornen. 3To
abbpesunatypa "Wi-Fi". Takoe Ha3BaHue ObINO 4aHO C HAMEKOM Ha CTaHAapT BbiCLUEN 3BYKOBOW TeXHUKM Hi-Fi, yto
B NepeBode 03Ha4vaeT "BblCOKast TOYHOCTL".

Oa, BGecnnaTHbIn MHTEpHET-JOCTYN B kade, OTeNnsax WM alponoprax SABMASETCH OTAMYHON BO3MOXHOCTbLIO
BbIXOAa B UHTEPHET. Ho MHOrMe akcnepTbl cunTaroT, 4To obwenoctynHble Wi-Fi ceTu He saBnatoTca 6e3onacHbIMU.

CoBeTbl N0 6e3onacHoCcTH paboTbl B 06wWeaocTynHbIX ceTax Wi-fi:

1. He nepepaBai cBOW Nnu4YHy0 WHopmaumio 4epesd obuwenoctynHble Wi-Fi cetn. Pabortas B Hux,
XenatenbHO He BBOAMTbL Maponu AOCTyna, NOorMHbl 1 Kakue-To HOMepa;

2. Vcnonb3yii 1 06HOBNSAN aHTMBUPYCHBIE MporpaMmmMbl U 6paHaMayep. Tem cambim Thl 06e3onacuib cebs ot
3aKayku BUpyca Ha TBOe YCTPOMWCTBO;

3. Mpu ncnonbaoBarum Wi-Fi oTkntoum doyHkumto "O6Lwmn goctyn k pannam u npuHtepam”. JaHHas dyHKLmMSA
3aKpbiTa MO YMOMYaHWIO, OHAKO HEKOTOpble MOMb3oBaTENW aKTUBUPYKT ee Ansd yaoObCcTBa MCMNONb30BaHUS B
paboTe nnm y4ebe;

4. He ncnonb3yn nyonuyHbin WI-FI gna nepegaym nuuHbiX AaHHbIX, HAaNpuMep Ans Bbixoga B coumanbHble
CETMW UIN B 3NEKTPOHHYIO MOYTY;

5. Ncnonb3yn Tomnbko 3alwumuieHHoe coeauHeHne veped HTTPS, a He HTTP, 1.e. npn Habope BebG-agpeca
BBOAM MMeHHO "https://";

6. B mobunbHom TenedoHe oTkmoum dyHkuuio "TlogkntodeHne k Wi-Fi aBTomatmdeckn”. He gonyckan
aBTOMaTUYECKOro NoaknyeHnsa yctponctea k cetam Wi-Fi 6e3 TBoero cornacusi.

CoumanbHble ceTu

CoumanbHble CeTM aKTUBHO BXOOAT B Halwly XW3Hb, MHOrne nwogun pa60Ta+0T N XMBYT TaM MOCTOAHHO, a B
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Facebook yxe 3apeructpupoBaH mMunnuapg 4YenoBek, UTO SIBMSIETCA OOHOW CeAbMOW BCEX XUTErnewn nnaHeTbl.
MHorve nonb3oBaTenu He MOHMMAIOT, YTO MHAOPMALMS, pasMeLleHHass MU B couMarnbHbIX CETSX, MOXET ObiTb
HanJeHa 1 UCNonb3oBaHa KeM YrogHo, B TOM Yucne He ob6s3atensHo ¢ 6naruMmm HamepeHusamu.

OcHoBHbIe coBeTbl M0 He30NacHOCTM B coLMarnbHbIX CETSX:

1. OrpaHun4b cnncok gpy3en. Y 1ebs B Apy3baX HE AOMKHO ObITb CRyYanHbIX U HE3HAKOMbIX N0AEN;

2. 3awumuian CBOK YacTHYI Xu3Hb. He ykasbiBanm naponu, tenedoHbl, agpeca, gaTy TBOEro poOXAEHWS ”
OPYrylo NIMYHYIO MHOopMaumnio. 3MOYMBILFIEHHUKM MOTYT NCMOMb30BaTh AaXe MHAOPMaLMI0 O TOM, Kak Tbl 1 TBOU
poauTeNnu NnaHupyeTe NPOBECTU KaHWKYIbI;

3. 3awumuian cBow penyTauumio - epXM ee B YNCTOTE U 3adaBawn cebe Bonpoc: xoTen Obl Thl, YTOOLI Apyrue
nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelub? [logyman, npexae 4em 4To-To onybnmkoBaTh, HanucaTb U 3arpy3nThb;

4. Ecnu Tbl roBopuLLb C N0AbMW, KOTOPbIX HE 3Haellb, HE NCMOMb3Yy CBOE pearnibHOe UMS 1 OPYry0 NUYHYIO
WHpopMaLnK: UMsi, MECTO XUTENbCTBA, MECTO y4ebbl 1 Nnpoyee;

5. Usberan pasmelleHus otorpacdpuii B UHTEepHeTe, rae Tbl n306paxkeH Ha MEeCTHOCTU, MO KOTOPOW MOXHO
onpenenuTb TBOE MECTOMOSIOXEHUE;

6. Mpu peructpauum B coumnanbHOM ceTn HeobxoaMMO UCNONBb30BaTh CIIOXHbIE NAPONn, COCTosALINE U3 OyKB
M undp 1 € KONMYECTBOM 3HAKOB HE MeHee 8;

7. Ona coumanbHOM CETU, NOYTLI U OPYIrMX CalTOB HEOOXOOUMO MCNONb30BaTb pasHblie naponu. Torga ecnu
TebSA B3NOMaloT, TO 3MOYMbILLIIEHHMKN MONyYaT OCTYN TOMbKO K OQHOMY MECTY, a He BO BCe Cpaay.

OneKTpPOHHbIe AeHbIN

ONEKTPOHHbIE AEHBIN - 3TO OYeHb YAOOHbIM cnocob nnaTexew, OOHAKO CYLLECTBYT MOLLUEHHUKU, KOTOpbIE
XOTAT NONYYUTb 3TU AEHbIN.

ONEKTPOHHbIE AEHbIN MOSABUITUCL COBCEM HEAABHO M UMEHHO U3-3a 3TOr0 BO MHOMMX rocyaapcTBax A0 CUX
nop He NPOoMMcaHo NPO HUX B 3aKOHaX.

B Poccum xxe oHW (DYHKLMOHUPYIOT M O HUX YXKe MPONUCaHo B 3aKOHe, rae MX pasgensioT Ha HeCKOSbKO
BVOOB - @QHOHUMHbIE M HE aHOHUMHble. PasHuua B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspellaercs
npoBoguTb onepauum 6e3 ngeHTudrkaumm nonb3oBaTensi, a B HEAHOHMMHbIX MAOEHTUMUKALMA Nofb3oBaTens
saBnseTca 06s13aTeNbHOMN.

Takke cnegyeT pasnuyatb SMNEKTPOHHble uaTHble OeHbrn (paBHbl FOCYAAPCTBEHHbIM BamnwTam) WU
3NEKTPOHHbIE HeMATHbIE AeHbIN (HE paBHbI FOCY4apCTBEHHBIM BanoTam).

OcHoBHble coBeTbl N0 6e3onacHor paboTe ¢ ANeKTPOHHbIMU AeHbramu:

1. NpuBSHKM K cHETY MOBUMBHBIN TenedoH. ATO camblii YAOOHbIN U ObICTPLIN cnocob BOCCTAaHOBUTL AOCTYN K
cyeTy. MNpuBaA3aHHbIV TeNedOoH MOMOXET, ecnu 3abydellb CBOW MMaTeXHbIM Napornb UMW 3andellb Ha CanT C
He3HaKoMOro yCTpOMCTBa;

2. Wcnonb3yin ogHopasoBble naponu. lNocne nepexoda Ha ycUIeHHy aBTopusauuio Tebe yxe He Byget
yrpoxaTb OMacHOCTb KpaXun Unu nepexsaTa NnaTexHoro napons;

3. Bbibepu crnoxHeln naponb. pecTtynHukam OygeT He MPOCTO yradaTb CIIOXHBIA Naponb. HagexHble
naponu - 3To Naponun, KOTopble CoAepXaTt He MeHee 8 3HaKOB M BKITHOYAOT B ce65 CTPOUHbIE M MPONUCHbIE BYKBHI,
UMdpbl U HECKONMbKO CMMBOSIOB, TakMe Kak 3HaK gonnapa, yHTa, BOCKNMUATENbHbIA 3HaK M T.n. Hanpumep,
$tRONg!;;

4. He BBOAM CBOW JINYHbIE JaHHbIE HA calTax, KOTOPbIM HE AoBepsieLlb.

OnekTpoHHasi noyTa

OneKkTpoHHasa no4vta - 3TO TEXHOMOMMS U MPEefoCTaBrsieMble €K YCMyrn Mo MEPEechIsike UM MNOMy4YeHUHo
3NEKTPOHHbBIX COOOLLEHNI, KOTOpPbIE pacnpenensatoTcs B KOMMNbOTEPHON ceTu. OBbIMHO 3MEKTPOHHLIN MOYTOBLIN
ALWNUK BbIMSAAUT cregylowmMm obpa3oM: MMsi_MoNnb3oBaTendA@uMsi_[AOMeHa. Takke Kpome nepedayvv npocToro
TeKcTa, UMeeTCsi BO3MOXHOCTb NnepegasaThb doansbl.

OcHoBHble coBeTbl N0 B6e3onacHoin paboTe ¢ 3NeKTPOHHOW NOYTOMN:

1. Hapo BbiOpaTb NpaBWilbHbIA MOYTOBLIN CEpPBUC. B WHTEpHeTe eCcTb OrpoMHbI BblGOp GecnnaTHbIX
MOYTOBBLIX CEPBMNCOB, OAHAKO yylle AOBEPATbL TEM, KOrO 3HAELLb U KTO MEPBLIA B PEATUHTE;

2. He ykasbiBah B JMYHOM MNOYTE JNNYHYHO  UWHcopmaumio. Hanpumep, nydwe Bbibpatb
"My3blkanbHbI_haHat@" nnm "pok2013" BMecTo "temal3";

3. Vicnonb3yi OBYX3TanHy aBTOpM3auuio. ATO Korga NOMUMO MApOonsi HYKHO BBOAWUTL KO, MPUChINaeMbii
no SMS;

4. Bbibepu crioxHbIn naponb. [ns kakgoro noyYToBOro sLMKa AOJMKEH OblTb CBOW HAOEXHbIA, YCTOMUYUBLIN K
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B31IOMY Naporb;

5. Ecnu ecTb BO3MOXHOCTb Hanucatb CaMmoMYy CBOW JIMYHbIN BONPOC, UCMOMb3YiN 3Ty BO3MOXHOCTb;

6. Vicnonb3yi HECKOMNMbKO NOYTOBbLIX ALMKOB. [lepBbIi Ans YacTHOM Nepenucku ¢ agpecatamu, KOTOpbIM Thbl
JoBepsielllb. ATO ANEKTPOHHbIV aApec He HAZ0 UCNOoNb30BaTh NPU perncTpaumnm Ha opymax 1 camTtax;

7. He oTKpbiBaln gannbl U Apyrue BIOXEHUS B NMUCbMax, AaXe €CfiM OHM NpULIM OT TBOUX Apy3en. Jlyywe
YTOYHMW Y HUX, OTNPABMSANN N1 OHW Tebe aTn dannebl;

8. MNocne okoHYaHWs paboTbl HA NOYTOBOM CEpPBUCE Nepes 3aKpbITUEM BKMNaAKU C CaWTOM He 3abyab HaxaTb
Ha "BbInTn".

Kn6epOynnuHr unu BupTyanbHoe nsgeBaTenbCcTBO

KnbepbynnuHr - npecnegoBaHne COOBLLEHUAMW, COAepXKallMMM OCKOpPONeHwsi, arpeccuto, 3anyrMBaHue;
XyNUraHCTBO; couunarnbHoe O0MKOTUPOBAHME C NMOMOLLbIO Pa3fnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepOynIMHrom:

1. He 6pocaiica B 60oi. Jly4wmnin cnocob: nocoBeToBaTbCs Kak cebsi BECTU U, €Cnn HET TOro, K KOMY MOXHO
obpaTtuTbCH, TO BHavane ycnokoutbcs. Ecnu Tl HauyHelWb oTBeYaTh OCKOPONEeHNAMN Ha ockopbneHns, To TOMNbKo
ewe 6ornblue pasoxokellb KOHGIMWKT;

2. Ynpasnsn cesoen knbeppenytaumven;

3. AHOHMMHOCTb B ceTu MHUMas. CyLLecTBYIOT CNOCOObI BbISCHUTb, KTO CTOMT 3@ @HOHMMHbLIM aKKayHTOM;

4. He cTtouT Bectu xynuraHckui obpas BMpTyanbHOW xu3HWU. MIHTepHeT dukcmpyeT Bce TBOM OENCTBUS U
COXpaHsieT nx. Yganutb ux 6ygeT kpaviHe 3aTpy4HUTENbHO;

5. CobGnitogan cBot BMPTyarnbHYHO YECTb CMOSOAY;

6. VrHopupyin eguHuyHbId HeratuB. OgHOpa3oBble OCKOPOMTENbHbIE COOOLLEHMS Ny4ylle WrHOPUPOBATb.
O6bIYHO arpeccus npekpalLlaeTcs Ha HayYanbHOW cTaguu;

7. Ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOOLLEHWSAMM, B COLMAlNbHbIX CETAX €CTb
BO3MOXHOCTb BIOKMPOBKM OTNPaBKM COODLLEHNIA C ONpeaerneHHbIX agpecos;

8. Ecnn Tbl cBugeTens knbepbynnuHra. TBom AeWCTBMSA: BbICTYNUTbL NPOTUB NpecneoBaTtens, nokasaTb emy,
YTO €ero AENCTBMS OLIEHMBAKOTCA HeraTMBHO, MOAAEPXKaTb XXEPTBY, KOTOPOM HYXXHA MCUXONormdeckasi moOMOLLb,
coo0LWUTL B3pOCTbIM O haKTe arpeCCMBHOIO NOBEAEHUS B CETU.

Mo6unbHbIN TenedgoH

CoBpeMeHHble cMapTdOHbI 1 NaHWweThl cogepxart B cebe BNoMHe B3pOCnbin PYHKUUOHAM, U Tenepb OHU
MOTYT KOHKYpPUpOBaTb CO CTaLUOHapHbIMK koMMbloTepamun. OgHako, CpeacTB 3almThl Ang nogobHbIX YCTPONCTB
noka odeHb Mano. TecTupoBaHUE N NOUCK YA3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEHCUBHO, Kak ang MK, To xe
camoe KacaeTcsl U MOBUIbHbBIX MPUMOXEHUNA.

CoBpeMeHHble MOOWNbHblIE Opay3epbl  yKe NpakTUYeCKU [OrHanM HacTOMbHble aHanorn, OAHaKko
paclumpeHue yHKUMOHana Brne4veT 3a cobor 60MnbLUYI0 CNOXHOCTb M MEHbLLYIO 3aLUMLLEHHOCTD.

[aneko He BCe NPOM3BOAUTENU BbIMYCKAlOT OOHOBMEHUS, 3aKPbIBAOLWME KPUTUYECKUE YSI3BUMOCTM OIS
CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MobunbHoro TenedoHa:

Huyero He saBnsieTcs no-Hactosiwemy OGecnnatHbiM. Byab ocTopoxeH, Befb korga Tebe npepgnaratoT
GecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbIThbI KAKMe-TO NMiaTHbIE YCNyr;

Oymawn, npexge yem otnpasutb SMS, doTo unu Bugeo. Tbl TOYHO 3Haelb, rAe OHWM OyAyT B KOHEYHOM
ntore?

Heobxoanmo 06HOBMSTL ONEPaLVNOHHYIO CUCTEMY TBOEro CMapT(OHa;

Mcnonb3yi aHTMBUPYCHbIE MPOrpaMMbl 451 MOBUMbHbBIX TenedoHOoB;

He 3arpyxalh npunoXxeHus OT HEU3BECTHOrO MWCTOYHWKA, BeOb OHM MOryT cogepXaTb BpPefoHOCHOe
nporpaMmHoe obecneyeHue;

Mocne Toro Kak Thbl BbiAeLWb C canTa, rge BBOAWUM NMYHYI0 MHpopMauuio, 3aiam B HAacTporikn bpaysepa u
yaanu cookies;

Mepurogmnyeckn npoBepsiv, kKakme nNnaTHble YCIyru akTMBMPOBaHbl HA TBOEM HOMEPE;

HaBaw cBoi HoMep MoBWNbHOro TenedoHa TONbKO MAsIM, KOTOPbLIX Tbl 3HAELLb U KOMY J0OBEpSsieLUb;

Bluetooth gomkeH 6bITb BbIKNIOYEH, KOrAa Thl UM He Nonb3yellbes. He 3abbiBan nHorga npoBepsTh 3TO.

Online urpbl
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CoBpeMeHHble OHMarH-Urpbl - 3TO KpacCOuYHble, 3axBaTbiBaloLLiMe pasBreyeHus, ObbeauHANLLME COTHU
ThICAY 4enoBeK No Bcemy mupy. Urpokn uccneayloT AaHHbIA UM Mup, oblialoTca Apyr C APYroM, BbIMOSHSAOT
3a/iaHus, cpaXarTcs C MOHCTpaMu 1 NONy4atoT onbIT. 3a y40BONLCTBME OHWU NNATAT: NOKYNaloT AMUCK, ONnadynBaloT
aboHeMeHT unu npnobpeTatoT Kakme-To OnLuumm.

Bce atm cpegctBa uayT Ha NogdepXaHue W pas3BMTME UIpbl, @ Takke Ha camy ©6e3onacHoCTb:
COBEpLUEHCTBYIOTCS CUCTEMbI aBTOpPU3aLMK, BbIMyCKaTCA HOBble Natyy (UMdpoBble 3annaTtky Afs nporpamm),
3aKpbIBaOTCH YsI3BMMOCTM CEPBEPOB.

B mogobHbIX Mrpax CTOMT onacaTbCs He CTOMbKO CBOWX COMEPHMKOB, CKOMBbKO KpaXiv TBOEro Mapons, Ha
KOTOPOM OCHOBaHa cuctema aBTopusaummn 60nbLWMHCTBA Urp.

OcHoBHble COBeTbI MO 6€30MacHOCT TBOEro UFPOBOIO akKayHTa:

1. Ecnn gpyron urpok Beget cebs nnoxo unu cosgaeTr tebe HenpusTHOCTU, 3abrnokupyn ero B Cnucke
UrPOKOB;

2. MNoxanynca agMuUHMCTpaTopam MWrpbl Ha MNIOXOe MOBEAEHUEe 3TOr0 WUrpoka, >XenaTeribHO MNpUMNoXnTb
Kakue-TO JokasaTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBan nnyHyto nHopmaumio B npodainne vrpsl;

4. YBaxkan Apyrmx y4acTHUKOB MO UPE;

5. He yctaHaBnuBan HeodmumanbHble Natyn nu Moapl;

6. cnonb3yi CNoXHble U pasHble Naponu;

7. daxe BO Bpemsi Urpbl He CTOMT OTKMOYaTb aHTMBMpYC. [oka Tbl urpaelwb, TBOW KOMMbIOTEP MOTYT
3apasuTb.

DULLIMHTI UMK KpaXka FIUYHbIX AaHHbIX

OO6blyHOWM KpakeW [eHer W [OOKYMEHTOB CErofHs YXe HUKOro He YyaMBUWb, HO C pasBUTMEM
WNHTEPHET-TEXHOMOMI 3MI0YMbILUNEHHNKN NEPEMECTUNNCE B MHTEPHET, ¥ NPOAOIKAT 3aHMMaTbecs "NMobuMbIM"
Oenom.

Tak nosiBunacb HOBasi yrpo3a: UHTEPHET-MOLLUEHHUYECTBa NN (OULLIMHT, rMaBHas Leflb KOTOPOro COCTOUT B
nony4yeHun KoHdunaeHUnanbHbIX AaHHbIX nonb3oBaTenen - norMHoB 1 naponen. Ha adrnuiickom asbike phishing
yntaeTca kak ouwnHr (ot fishing - peibHas nosns, password - napons).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegm 3a cBoMM akkayHTOM. Ecnu Tbl nogo3peBaelub, YTO TBOS aHKeTa Obina B3riomaHa, To Heob6xoanmo
3abnokupoBaTh €€ 1 COOOLLMTb agMUHUCTPATOpPaM pecypca 06 3TOM Kak MOXHO CKOpEE;

2. Ncnonb3yn 6e3onacHble Beb-caiiTbl, B TOM YNCE, MUHTEPHET-MarasvHOB 1 NOMCKOBbLIX CUCTEM;

3. Vicnonb3yn cnoxHble u pasHble naponu. Takum obpa3om, ecnv TebsA B3NOMalOT, TO 3M0YMbILLIEHHUKM
nomny4at AoCTyn TOMbKO K OAHOMY TBOEMY NPOMUIIIO B CETU, @ HE KO BCEM;

4. Ecnu Tebs B3nomanu, To HeobxoAMmo npeaynpeanTb BCEX CBOWMX 3HAKOMbIX, KOTOpble AobaBreHbl y Tebs
B OPY3bsX, O TOM, YTO TeGs B3nomanu 1, BO3MOXHO, OT TBOEro MMeHu GyaeT pacchbiniaTbCa cnam W CCbIfKU Ha
(PULLNHIOBbLIE CaNThI;

5. YctaHoBM HagexHblvi naponb (PIN) Ha MOBUnbHBIN TenedoH;

6. OTkno4M coxpaHeHue napons B 6paysepe;

7. He oTkpbiBan channsl 1 Apyrne BrOXeHUA B NMUCbMax, Aaxe eCcrnv OHW NpuLLInu oT TBoMX Apy3en. Jlydwe
YTOYHM Y HUX, OTNPABMSANN N1 OHW Tebe aTn dannbl.

LincbpoBas penyrauums

LindppoBas penytaums - 370 HeraTMBHas Unun NO3nTMBHas uHdopmauns B cetn o Tebe. KomnpomeTtumpytowias
nHdopmMaums, pasMeLleHHas B MHTEPHETE, MOXET Cepbe3HbiM 06pa3oM OTpasvTbCs Ha TBOEW pearnbHON XU3HW.
"Undposas penytaums” - 3To TBOW UMUK, KOTOPbIN hopmupyeTcs M3 nHopmaummn o Tebe B MHTEPHETE.

TBOE MECTO XWUTEenbCTBa, yqe6b|, TBOE (*)VIHaHCOBoe nonoxeHune, ocobeHHoOCTH XapaKkrtepa n pacckasbl O
OGnM3KKNX - BCe 3TO HaKannmMBaeTcsl B CETH.

MHoOrMve nOApPOCTKM NErKOMbICIIEHHO OTHOCATCA K MyOnukaummM nudHoW uHdopmaumm B WMHTEpHeTe, He
NOHUMasi BO3MOXHbIX NOCNeacTBMI. Thl JaXe He CMOXellb JoragaTtbCs O TOM, YTo hoTorpadus, pasmelleHHasa 5
neT Hasapf, ctana npuynHOM oTKasa NpuHATbL Teba Ha paboTy.

KommeHTapuu, pasmelleHre TBOMX cpoTorpadouini U apyriue AeWCTBUS MOMYT HE MCYE3HYTb Aaxe nocre Toro,
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Kak Tbl MX yoanuib. Tbl HE 3Haellb, KTO COXpaHun 3Ty nHGopMaLMio, nonana nM oHa B MOUCKOBbIE CUCTEMbI U
COXpaHunacbh N OHa, a rmaBHoe: YTO NOAYMAlOT O Tebe OKpyXKaloLme Noan, KOTopble HanayT 1 yBuAAaT aTo. Hantm
WHOPMAaLIMI0 MHOIO feT CNycTa CMOXEeT Mobon - kak 13 Aobpbix NOGYXKAEHWUA, Tak U C HAMEPEHUEM NPUYMHUTL
BpeAa. 3TO MOXET BbITb KTO YrOAHO.

OcHOBHbIe COBETHI MO 3aLLMTe LMGPOBON penyTaunm:

1. Moaymawn, npexae 4emM YTo-To NyGnMKoBaTh U NepeAaBaTth y cebsa B 6nore unu B coumanbHOWM ceTu;

2. B HacTpowikax npocduns yCTaHOBM OrpaHMYEHUS Ha MPOCMOTP TBOEro Npodwnst U ero CoaepXUMMOro,
caenawn ero Tonbko "gnga apysen”;

3. He pasmellan v He ykasbiBaw MHpOpMaLuIo, KOTOpasi MOXET KOro-nmbo ockopbnaTe unm obmkatb.

ABTOpCKOE npaBo

CoBpeMeHHble LUKOMbHUKM - aKTUBHblE Nonb3oBaTeny undpoBOro npocTpaHcTBa. OgHako ganeko He Bce
3HAlOT, YTO MOMb30BaHWE MHOMMMM BO3MOXHOCTAMM LUudpoBoro Mupa TpebyeT cobniogeHuss npaB Ha
WHTenneKkTyanbHyl0 COBCTBEHHOCTb.

TepMuH "mHTennekTyanbHas COBGCTBEHHOCTb" OTHOCUTCS K pasfnMyHbIM TBOPEHUSIM 4YENOBEYECKOro yma,
HauMHas C HOBbIX U306peTeHun n 3HakoB, 0603HaYaLWMX COBCTBEHHOCTb HA MPOAYKTbl U YCAYrK, U 3akaH4MBas
KHUramm, otorpadmsamm, KWNHOUIbMaMmn 1 My3blKanbHbIMY NPOU3BEAEHUAMN.

ABTOpCKUWE NpaBa - 3TO NpaBa Ha MHTENNeKTyanbHyl COOCTBEHHOCTb Ha NMPON3BEAEHMS HAaYKW, NUTepaTypbl
N NcKyccTBa. ABTOpCKME MpaBa BbICTYNalT B KaYeCTBe rapaHTUM TOro, YTO UHTENNEKTYyanbHbIN/TBOPYECKUA TpyS
aBTopa He OyaeT HanpacHbIM, 4acT emMy CnpaBeAnvBble BO3MOXHOCTI 3apaboTaTtb Ha pesynbTaTtax CBOero TpyAaa,
nony4nMTb W3BECTHOCTb W npusHaHve. HukTo ©Oe3 paspelleHuss aBTopa He MOXeT BOCNPOM3BOAWUTL €ro
npousBeAeHne, pacnpocTpaHaTb, NyGNNMYHO OEMOHCTPMPOBAThb, NpodaBaTb, UMMOPTMPOBATL, MyckaTb B MpoKarT,
NyOrMYHO MCNOMHATL, NOKa3bIBaTb/MCNOMHATL B adupe unv pasmeLlatb B VIHTepHeTe.

Mcnonb3oBaHme "nupaTckoro” nporpaMMHOro obecrneyeHnss MoXeT NMPUMBECTU K MHOTUM pUCKaM: OT MoTepu
AaHHbIX K TBOMM akkayHTam A0 OMOKMpOBKM TBOEro YCTPOWCTBA, FAe YCTaHOBMEeHa HemneranbHas nporpamma. He
CTOUT Takxke 3abbiBaTb, YTO CYLLECTBYIOT feranbHble U 6ecnnaTtHble NporpamMmel, KOTOPbIE MOXHO HaNTW B CETU.

O nopTtane

CeTeBUYOK.pdd - TBOW IMaBHbIA COBETYMK B ceTW. 3[ecb Tbl MOXellb y3HaTb O 6e3onacHocTn B ceTu
MOHSITHBIM W JOCTYMHbIM S3bIKOM, @ NPU BO3HUKHOBEHUWN KPUTUYECKON CUTyaLmmn obpaTuTbCcsa 3a COBETOM. A Takke
NPUHATb y4acTue B KOHKYpPCax 1 CTaTb CaMbiM LIMGPPOBLIM rpaxaaHuHom!

MpunoxexHne N 3

NAMSATKA AN POOUTENEN OB UH®OPMALIMOHHOW BE3OMNACHOCTU AETEN

OnpepneneHne TepMuHa "MHdoOpMaLnoHHas Ge3onacHocTb Aeten" cogepxutcs B degepanbHoOM 3akoHe N
436-03 "O sawwmte geten OT MHOPMAaLMK, NPUUUHSAIOLLEN Bped WX 340POBbI0 U PasBUTUIO", perynupyroLimnm
OTHOLLEHUS, CBA3aHHbIE C 3aLUUTON AeTen OT nHdopMaLmMm, NPUUNHSIOLWEN Bpe UX 300POBbI0 U (M) pasBUTHIO.
CornacHo gaHHOMY 3akoHy "WHdopmaumoHHasi 6e3onacHocTb geTer” - 3TO COCTOsIHUE 3aLUULLEHHOCTU, Mpu
KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHNEM UHOPMaLIMen Bpeaa Ux 340pOBbI0 U (Unu) husnyeckomy,
NCUXMYECKOMY, JYXOBHOMY, HDAaBCTBEHHOMY Pa3BUTUIO.

B cuny degepanbHoro 3akoHa N 436-®3 nHdopmaumen, npuunHsaIOLWEn Bpes 340pOBb0 1 (UNK) pasBUTUIO
neTen, aBndeTcs:

1. Hbopmauus, 3anpeLleHHas Ang pacnpocTpaHeHUs cpean aeTen;

2. wnHdopmMauus, pacnpocTpaHeHue KOTOPOW OrpaHUYeHo cpeau paeter onpefeneHHbIX BO3PacTHbIX
KaTeropumn.

3. K uHdbopmauuum, 3anpeLleHHon Ang pacnpocTpaHeHusa cpeam aeTen, OTHOCUTCS:

4. nHpopmaums, nobyxaaowas aeTer K COBEPLUEHUO OEWACTBUN, NPeacTaBnSoWMX Yrpo3y WX XU3HU U
(vnnn) 300poBbIo, B T.4. MPUYUHEHNIO Bpeaa CBOEMY 3,0POBbI0, CaMOyBUNCTBY;

5. cnocobHOCTb BbI3BATh Y AeTen xenaHue ynotpebuTb HapKoTUYEeCKne CpeacTBa, NCUXOTPOMHbIE U (1Mnn)
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oAoypMaHuBawlume BellecTBa, TabayHble W3OEenus, ankorofnbHYyH M CAMPTOCOAEPXKAalLylo MpOoayKUMIO, MUBO U
HanuTKW, M3roTaBMnMBaeMble Ha ero OCHOBE; MPUHATb y4YacTue B as3apTHbIX Urpax, 3aHMMaTbCs MPOCTUTYUMEN,
OpOoasPKHUYECTBOM MMM NONPOLLANHNYECTBOM;

6. obocHoBblBawoLWasas wnu onpasAbiBalollast [OMNYCTUMOCTb Hacunua u  (MnM) XXecTokocTM nunbo
nobyxaatoLlas oCcyLLeCTBATb HACUNBCTBEHHbIE ENCTBUSA MO OTHOLLEHUIO K NIIOAAM U )KUBOTHbIM;

7. oTpyuawLasi ceMelHble LLEHHOCTU U bopMupytoLLas HeyBaXeHne K poautenam u (unu) gpyrum YneHam
ceMbUy;

8. onpaBabiBatoLLas NPOTUBONPaBHOE NOBEAEHNE;

9. cogepxalyasi HeLeH3ypHyto BpaHb;

10. cogepxaluasa nHpopmaumio NnopHorpadmnyeckoro xapakrepa.

K wHdopmauun, pacnpocTpaHeHMe KOTOPOW OrpaHM4YeHo cpean OeTen onpeneneHHoro Bo3pacTa,
OTHOCUTCS:

1. Hpopmaums, npeactaBnsgemMas B Buae M30O6paKeHUsT UNN OMMUCaHWUS XXECTOKOCTU, hranyeckoro u (unm)
NMCUXMYECKOro HaCUnIms, NPeCcTynneHns UM MHOro aHTMOBLLIECTBEHHOTO AENCTBUS;

2. BbI3blBaKOWAsa y AeTen CTpax, yxac Wnu naHuky, B T.4. NpeAacTaBnsemMas B Buae m3obpaxeHus wnu
ONMCaHWs B YHWXKaKOLWeEN YernoBedeckoe AOCTOMHCTBO (QOpMe HEeHacUrbCTBEHHOM cmepTu, 3abonesBaHus,
caMoyOuMICTBa, HECHACTHOrO Criydasi, aBapun Unn KatacTpodbl 1 (MnK) UX NOCNeacTBUN;

3. npenctaBnsieMas B Buae W300pakeHUs WM OMUCAHWSA MOSIOBbIX OTHOLIEHWA MEXAY MYXYUMHOW U
KEHLLMHOMN;

4. copepxallas bpaHHble CNOBa U BbIPaXXEHWs!, HE OTHOCALLMECSH K HELLEH3YPHOW BpaHu.

C yuyeTom aTtoro Bam npegnaratotca npasBuna paboTbl B ceTM VIHTEPHET Ans pasnuyHbiX BO3PaCTHbIX
KaTeropun, cobnogeHne KoTopbIx NO3BONMT obecnevnTb MHPOPMaLUOHHYO Be3onacHOCTb BalLnX AeTen.

O6Lwme npaBuna Ans pogutenemn

1. HesaBuncmMo oT Bo3pacTa pebeHka ucnonb3ynTe nporpaMMHoe obecneveHne, nomorarulee pmunbTpoBaTh
N KOHTPONMPOBaTb UHOPMALIMIO, HO HE MofarakTech MNOMHOCTLIO HAa Hero. Bawe BHMMaHWe K pebeHKy - rmaBHbIN
MeTo[, 3alnThbl.

2. Ecnn Baw pebGeHoK MMeeT akkayHT Ha ofHOM u3 coumanbHbix cepsucoB (LiveJournal, blogs.mail.ru,
vkontakte.ru n T.M.), BHUMaATENbHO N3y4YnTE, KaKkyto MHOPMaLMIO NMOMELLAIOT ero Y4aCTHUKM B CBOMX NPOMuUnsax u
6rorax, Bkntoyas otorpacdum n Bugeo.

3. lNpoBepbTe, C KakKMMKM OpyrMMU carWTamMu CBA3aH couunanbHbll cepBuc Bawero pebeHka. CTpaHuukm
Bawero pebeHka moryT ObiTb 6€30nacHbIMU, HO MOTYT M COAEPXaTb CCbIMKN Ha HeXenaTenbHble Y ONacHble CanThbl
(HanpvmMep, NOPHOCANT, UNN CaNT, Ha KOTOPOM ApYr YNOMWHAET HOMep COToBOro TenedoHa Bawero pebeHka unu
Baw pomaluHun agpec)

4. Moowpsante Bawwunx geten coobware 060 BCEM CTPAHHOM WINKN OTTaNKUBAIOLWEM W HE CIIULLIKOM OCTPO
pearvpynTte, Koraa oHu 3TO AenatoT (M3-3a onaceHusa noTepsTb AOCTYN K MHTepHeTY AeTu He roBOpAT poavTensm
0 npobremax, a Takke MOryT HayaTb Ucrnonb3oBaTb VIHTEpPHET BHE AOMa M LLKOMbI).

5. byaobTe B Kypce ceTeBou xu3Hu Bawero pebeHka. NHTepecynTech, KTO Ux Apy3bs B VIHTEpHET Tak Xe, Kak
NMHTepecyeTeChb pearbHbIMU APY3bSMN.

Bo3spacTt ot 7 go 8 net

B WHTepHeTe pebeHok cTapaeTcs nMoceTuTb T€ UMM MHble CalTbl, @ BO3MOXHO W 4aTbl, paspelueHne Ha
noceLleHne KOTOpbIX OH He nonydmn 6bl OoT poauTtenen. Moatomy poamtensim ocobeHHO mnonesHbl byayt Te
OT4eTbl, KOTOpble NPEedoCTaBNSATCA nNporpaMMamMu MO OrpaHWYeHMI0 Ucnonb3oBaHusa WHTepHeTa, T.e.
PoanTtenbckuin KOHTPONb UM TO, YTO Bbl CMOXETEe yBMAETb BO BPEMEHHbIX (pavnax. B pesynbTtaTe, y pebeHka He
OydeT owyLlleHns, YTO 3a HUM BeOeTCH MOCTOSHHbBIA KOHTPOMb, OAHAKO, poauTenu bygoyT no-npexHemy 3HaTb,
Kakve cawTbl nocewjaeTt ux pebeHok. [eTn B gaHHOM Bo3pacTe o6nagaltoT CWmbHbIM YYBCTBOM CEMbM, OHMU
[OBEpYMBbI M He COMHeBalTcs B aBToputeTax. OHu nobsT wurpate B ceTeBble Urpbl M MyTelwecTBoBaTb MO
UHTepHeTy, NCNornb3ysi SNEKTPOHHYIO MOYTY, 3aX0AUTb Ha CanTbl U YaTbl, HE peKOMEHA0BaHHbIE POAUTENAMMN.

CoBeTbl N0 Bbe3onacHocTu B ceTn IHTepHeT ansa aeten 7 - 8 net

1. Cospgante cnucok AomallHMX npaBun nocelleHus WHTepHeTa npu yyactum geterd m Tpebyinte ero
BbINOMHEHWS.

2. TpebyriTe oT Bawero pebeHka cobnoaeHnsi BPEMEHHbIX HOPM HaxXOXAEeHUsT 3a KOMMNbOTEPOM. lMokaxuTe
pebeHKy, 4yTo Bbl HabniogaeTe 3a HUM He noToMy 4To Bam aTo xo4vetcs, a notomy uTo Bbl Gecnokoutecb o ero
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6e3onacHOCTW 1 BCeraa rotoBbl My NOMOYb.

3. KomnbloTep ¢ nogknoyeHnem Kk VIHTepHeTy JOMmKeH HaxogouTbCa B obLieri KOMHaTe nog MpUMCMOTPOM
poauTenen.

4. Ncnonb3ynte cneumanbHble 4eTCKME MOMCKOBbLIE MALUUHBI.

5. Wcnonb3yinte cpeactBa OMOKMPOBaHMS HexenaTterlbHOro KOHTEHTa KakK AOMOfHEeHWe K CTaHOapTHOMY
PoanTtenbckomMy KOHTPOSO.

6. Cospavite ceMenHbIN 3NEKTPOHHbIN ALLMK, YTOObI HE MO3BONUTL AETSAM MMETb COOCTBEHHbIE agpeca.

7. Bnokupynte goctyn Kk canWTam C OecnnaTHbIMW MOYTOBBLIMW SILLUMKAMM C MOMOLLBIO COOTBETCTBYIOLLETO
NporpaMmmHoro obecneveHusl.

8. MNpuyunte geten coBeToBaTbCcs ¢ Bamu nepepn onybnukoBaHMeM Kakom-nvbo MHdopmaumn cpeactBamm
3MEKTPOHHOM NOYTbI, YaTOB, PErMCTPALMOHHBLIX OPM U NPOUNENn.

9. Hayunte pgeteni He 3arpyxaTtb hannbl, NporpamMmmbl UM My3biky 6e3 Baluero cornacusi.

10. He paspeluante getsam Mcnonb3oBath CryX6bl MTHOBEHHOrO 06MeHa coobLeHnaAMuU.

11. B "Genbin" cnucCok CaWToB, paspelleHHbIX ANs MOCeLeHWs, BHOCMTE TOMbKO CaWTbl C XOPOLUEW
penyTaunen.

12. He 3abbiBavite becenoBatb ¢ getbMu 06 nx Apy3bax B MIHTepHeTe, kak ecnm Gbl peydb wwina o gpy3bsx B
pearnibHON XWU3HMW.

13. He genavite "taby" n3 BONpocoB NoJsIOBOM XWU3HW, TaK kak B VIHTepHeTe geTn MOryT fnerko HaTKHYTbCs Ha
nopHorpaduio unm canTol "gnsa B3pocnbix”.

14. MNpwnyunte Bawero pebeHka coobuiaTe Bam 0 NobbIX yrpo3ax unu Tpesorax, CBsA3aHHbIX ¢ IHTepHeTOM.
OcTaBanTecb CMOKOWMHBIMW M HaAnNoMHUTE OeTsiM, YTO OHM B 6e3onacHOCTK, ecrnvm caMu pacckasanu Bam O CBOMX
Tpesorax. [loxBanuTe nx n NocoBeTynTe NOAOWTM eLle pa3 B NOAOOHbIX Cryyasx.

BospacT geteit ot 9 4o 12 net

B paHHOM Bo3pacTe fAeTw, Kak MpaBuro, yXe HachbllaHbl O TOM, Kakas uHdopmauus cylecTByeT B
UuTepHeTe. CoBEpLUEHHO HOPMarbHO, YTO OHU XOTHAT 3TO YBWAETb, MPOYECTb, yCnbiwatb. [1py 3TOM HYXHO
MOMHUTb, YTO AOCTYN K HexernaTerbHbIM MaTepuanam MOXHO ferko 3abnokuposaTb MpU MOMOLLM CPeacTB
Poautensckoro KOHTpons.

CoBeTbl N0 BesonacHocTu onsa geten ot 9 o 12 net

1. Co3pganTte cCnNMCOK OOMAaLUHMX MpaBun noceweHns WHTepHeT npu yyactum peten m Ttpebynte ero
BbINONMHEHWS.

2. TpebynTte oT Bawero pebeHka cobnogeHnsi HOPM HaxoXOeHNs 32 KOMMbIOTEPOM.

3. Habntogarite 3a pebeHkom npu paboTe 3a KOMMNbIOTEPOM, MOKaxuTe emy, 4To Bbl Gecnokontecb 0 ero
6Ge3onacHOCTW 1 BCeraa rotoBbl OKasaTb emMy NMOMOLLb.

4. KomnbtoTep ¢ nogkntodeHnem B WHTEpHET OOSMKEeH HaxoauTbca B OOLIEer KOMHaTe Mo MpUCMOTPOM
poauTtenen.

5. Wcnonbayinte cpeactsa OMOKMPOBaHMS HEXeNnaTenbHOro KOHTEHTa Kak [OMOSIHEHWE K CTaHO4apTHOMY
Poautensckomy KOHTPOTSIHO.

6. He 3abbiBaiTe npvHMMaTh HEMOCPEOCTBEHHOE ydacTue B Xn3Hu pebeHka, 6ecegoBatb ¢ geTbMu 06 nx
Opy3bsax B VIHTepHeTe.

7. HactanawTe, 4ToObI 4€TU HMKOTAA HE COrMaLlanvcb Ha NMYHbIE BCTPEYU C ApY3bsaMU MO VIHTEPHETY.

8. Mo3BonsanTe AeTsaM 3axoauTb TONbKO Ha calTbl U3 "6enoro” cnucka, KOTopbI co3aanTe BMECTE C HAMN.

9. MNpuyunte geTen HUKOrAa He BblAaBaTb NIMYHYO MH(OPMaLMIO cpeacTBaMU SMEKTPOHHOM NOYThI, YaToB,
CUCTEM MIHOBEHHOro 06MeHa CoOoOLLEHNAMM, PETUCTPALMOHHBIX OOPM, NUYHBLIX NPOMUIIEN U NPU perncTpaLmmn Ha
KOHKypcChbl B IHTepHeTe.

10. Mpuyynte geten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. OObsCHUTE UM, YTO OHWU MOTYT
Cry4anHO 3arpy3uTb BUPYCbl UMW pYroe HexenaTensHoe NporpaMMHoe obecneveHue.

11. CosganTte Bawemy pebeHKy orpaHMYeHHYI0 YY4ETHYIO 3anvch Anst paboTbl HA KOMMNbIOTEPE.

12. Mpuyunte Bawero pebeHka coobwaTe Bam O NOObIX yrpo3ax unm TpeBorax, CBA3aHHbIX ¢ MIHTepHeTOM.
HanomMHuTe getam, 4to oHM B 6€30MacHOCTM, eCrnv camun pacckasanu BaMm O CBOMX TPEBOrax v onaceHusx.

13. PacckaxuTte getam o nopHorpacum B IHTepHeTe.

14. HactamBanTe Ha TOM, YTOObI AeTW NPedoCTaBNANn BamM OOCTYM K CBOEN 3MIEKTPOHHOW noyTe, YTobbl Bbl
ybeannucb, Yto OHM He OOLLA0TCA C HE3HAKOMLLaMM.

15. O6bsACHUTE OeTsM, UYTO Henb3sl UCMOMNb30BaTh CeTb AMsS XYMNUraHCTBa, pacnpoCcTpaHeHust cnneTeH nnm

yrpoas.
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BospacT geteit ot 13 go 17 net

B aTom BO3pacTe nogpoCTKM akTMBHO UCMOSb3YIOT MOMCKOBbLIE MaLUUHbI, NOMNb3YHOTCA ANEKTPOHHON MOYTOW,
cnyx6amyv MrHOBeHHOro obmeHa coobLieHMAMM, CKaumBaloT My3blky U unbmbl. Manbynkam B 3TOM BO3pacTe
Oonblle MO HpaBy CMeTaTb BCE OrpaHuMYeHusi, OHU XaxayT rpyboro romMopa, asapTHbIX Wrp, KapTUHOK "And
B3pocnbix". [deBoykn npeanoymtaloT obLiaTbCAa B 4aTax, NpuM 3TOM OHU ropasgo Gonee 4yBCTBUTEMbHbI K
cekcyanbHbIM JoMoraTenscTBam B VIHTepHeTe.

3auacTyio B JaHHOM BO3pacTe poauTensm yXe BeCbMa CNOXHO KOHTPONMPOBaTb CBOUX AeTen, Tak kak 06
MHTepHeTe OHM yxe 3HalT 3HauuTenbHO Oonblue CBOMX poauTenen. Tem He MeHee, He OTnyckanWTe geTen B
"cBobogHOe nnaBaHue" no MIHTepHeTy. CTapanTech akTUBHO ydacTBOBaTb B 06LieHM pebeHka B MHTepHeTe.

BaxHo no-npexHemy cTporo cobniwogate npasuna WHTepHeT-6e30macHOCTM - cornalleHne  Mexay
poautenaMmmn U OeTbMW. Kpowle TOro, HeOGXO,D,VIMO KakK MOXHO 4alle npocmatpuBaTtb OT4HETbl O AEATENIbHOCTU
petenn B VHTepHeTte. CnegyeT o6paTuTb BHMMaHWe Ha HEOOXOAUMOCTb COAEPXaHUsi POAMTENbCKUX naponew
(naponer agMMHUCTPaATOPOB) B CTPOroM CekpeTe 1 o06paTuTb BHUMaHWE Ha CTPOroCTb 3TUX Naponemn.

CoBeTbl N0 B6e3onacHOCTU B 3TOM Bo3pacTe oT 13 go 17 net

1. Co3ganTe CNMCOK AOMaLUHMX MpaBuil MocelleHnss VIHTepHeTa npu ydacTum nogpocTKoB U Tpebynte
6e3ycnoBHoOro ero BbinonHeHnsi. ObroBopuTe ¢ pebeHKOM CMMCOK 3anpeLleHHbIX CaiToB ("4epHbln cnmcok”), Yachl
paboTbl B IHTepHeTe, pykoBOACTBO NO 06LWeHMI0 B VIHTepHeTe (B TOM Yucne B YaTax).

2. KomnbtoTep ¢ NnoaknioveHnem k cetm HTepHeT A0MmKeH HaxoamTbCs B 00Len kKomHarTe.

3. He 3abuiBante GecepoBaTb ¢ getbMy 06 uX Opy3bsix B VIHTepHeTe, O TOM, YEM OHWU 3aHATbl TakuUM
obpasom, ByaTo pedb uaeT o0 Apy3bax B peanbHOM XusHu. CnpaluvBante O Noasix, C KOTOpbIMKU AeTh obLalTcs
nocpeacTsom crnyx6 MrHoBeHHOro obmeHa coobLleHnsIMn, YToObI yoeauTbCs, YTO 3TU NIOAN UM 3HAKOMBI.

4. Wcnonb3yiTe cpeacrtBa OnokMpoBaHUsS HexernaTerlbHOro KOHTEHTa KakK AOMOMHEHUe K CTaHOapTHOMY
PoantenbckomMy KOHTPOSO.

5. Heobxogumo 3HaTb, Kakumu 4aTamum nonb3yloTca Bawwu pgetu. [MoowpsinTe umcnonb3oBaHue
MoepMpYyeMbIX YaTOB U HacTamBamnTe, YTOObI AeTK He obLanncek B NPUBATHOM peXUME.

6. HactanBante Ha TOoM, 4TOObI AETK HUKOTAA HE BCTPEYANUCh NIMYHO C APY3bsiMU U3 ceTu VIHTepHeT.

7. MpuyunTe geTen He BbldaBaTb CBOK JIMYHYO MHGOPMALMIO CPpeacTBaMy 3MEKTPOHHOWM MOYThI, YaToB,
CUCTEM MIHOBEHHOIO OOMeEHa COOBLLEHNSIMU, PEMUCTPALIMOHHBIX POPM, NNYHBIX Npodhunent n Npu perncTpauum Ha
KOHKypchl B IHTepHeTe.

8. Mpuyunte pgeten He 3arpyxaTb nporpammbl 6e3 Bawero paspeweHus. O6bACHUTE UM, YTO OHU MOTYT
CryYanHO 3arpy3nTb BUPYCbl N Apyroe HexenaTenbHoe nporpammHoe obecneveHune.

9. lMpuyunte Bawero pebeHka coobwatb Bam 0 NObbIX yrpo3ax nnm Tpesorax, cBA3aHHbIX ¢ NHTepHeToM.
HanomHuTe getam, 4To OHM B Ge3onacHOCTM, ecnu camu pacckasanuM BaM, O CBOMX Yrpo3ax unu Tpesorax.
lMoxBanuTe ux U NOCOBETYNTE NOAONTM eLle pa3 B NOAOOHLIX Criyyasix.

10. Pacckaxute getam o nopHorpaduu B WHTepHeTe. lMomornte MM 3awmtuTbCca OT cnama. Hayuute
NOAPOCTKOB He BbldaBaTb B WHTEpHeTe CBOero pearnbHOro 9MekTPOHHOro agpeca, He OTBevYaTb Ha
HexxenaTenbHble NMMCbMa U UCMONb30BaThb CNeLmarnbHbIe NOYTOBbIE OUMNBTPHI.

11. MpuyunTte cebs 3HAKOMUTBLCS C canTaMm, KOTOPbIE NOCELLAIOT NOAPOCTKMU.

12. Hayunte geten yBaxaTb OpYrux B UHTEpHETE. Yb6eauTech, YTO OHWU 3HAKT O TOM, YTO MpaBuiia XOpoLlero
noBedeHns OeACTBYIOT Be3de - JaXe B BMPTyallbHOM MUpe.

13. OObsAcHMTE peTsM, 4YTO HM B KOEM Ccriyyae Henb3s ucnonb3oBaTb CeTb ANA  XynWraHcTea,
pacnpoCcTpaHeHnsi CNIeTEH UNK yrpo3 OPYrvM MOASM.

14. O6cyaute ¢ nogpocTkamm NMpobremMbl CETEBBLIX a3apTHBIX UTP U UX BO3MOXHbIA puck. HanomMHuTe, 4to
OEeTN He MOTyT UrpaTb B 3TW UIPbl COMMACHO 3aKOHY.

MocTosiHHO KOHTpoNupyihTe ucnones3oBaHne NHTepHeTa Bawum pebeHkom! OTO He HapyLueHWe ero NMYHoOro
NPOCTPaHCTBa, a Mepa NpeoCTOPOXHOCTM U NposiBrieHne Balwuen poanTenbCckon OTBETCTBEHHOCTU U 3a00ThbI.
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